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3. AVRRFLREFAREE I9miRH eSIMFE-SIYA (FRFEHEAF1V)
https://www.yomiuri.co.jp/local/aichi/news/20230927-OYTNT50233/

TREEICESIU ATy MR

1. AtF1)TAEE (R—MER) 3 RIFER—D (IPA)
https://www.ipa.go.jp/security/anshin/measures/fakealert.html

2. A=+ DB LX) TFAEEN L HBRER LT TID AV R—IAFEETIFOICHLLHTER ! (IPA)
https://www.ipa.go.jp/security/anshin/attention/2022/mgdayori20221025.html

3. XBE.. BHOPCICETDELSHE RREINFFSICEEL. AEDBITERNSN44005MKS Mm% of- (B EHE)
https://www.saitama-np.co.jp/articles/23485

4. EAD/RYAVERRBRE. RUMUERUTHORELELRS FHf-AFO. EETHEARC (R HENEXT)
https://www.kobe-np.co.jp/news/sougou/202302/0016081001.shtml

5. EREF )T+ RDBKRE O DOHEHRIRR[2023F E4mFE (108 ~128) 1 (IPA)
https://www.ipa.go.jp/security/anshin/reports/2023q4outline.html

6. EREF1) T+ TIDAAREODHEBIKR[2022F F44H (108 ~128) 1 (IPA)
https://www.ipa.go.jp/security/anshin/reports/2022g4outline.html

7. EREF L) TAROEHEOLFHLAR—UPA)
https://www.ipa.go.jp/security/anshin/reports/index.html

8. Y R—IETHRRINDAD LX) T+ EEEEDELA (IPA)
https://www.ipa.go.jp/security/anshin/doe3um0000005cag-att/20231115173500.pdf

9. FHEF1 )T+ RDMEHED (IPA)
https://www.ipa.go.jp/security/anshin/index.html

10. RIDMEHREOREIYITSOTOBHMBENSTEY ANMIFETHFOITTEEIIPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210309.html
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https://corp.en-japan.com/newsrelease/2023/32484.html
https://www.bigmotor.co.jp/lib/news/news_list.php?id=703&page=
https://www.casio.com/jp/information/1018-incident/
https://haveibeenpwned.com/
https://piyolog.hatenadiary.jp/entry/2023/05/12/002134
https://www.itmedia.co.jp/news/articles/2309/14/news152.html
https://www.smbcnikko.co.jp/news/customer/2023/n_20230904_01.html
https://www.security-next.com/149297
https://www.ipa.go.jp/security/anshin/measures/account_security.html
https://www.meti.go.jp/shingikai/mono_info_service/credit_card_payment/pdf/001_04_02.pdf
https://nico-online.com/news/54
https://www.city.shibushi.lg.jp/soshiki/5/22233.html
https://www.j-credit.or.jp/download/news20231228_a1.pdf
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TRy EDHEEE-FG-T

1TBRERNRKANDBERBEGHTRFECHERIR SUVFHE (BAAFHE DIGITAL)
https://www.asahi.com/articles/ASR5C54TZR5CUTNBOOD. html

2 HEESMETEFMAEL SNSITALE. BRiE(BARBHE
https://kumanichi.com/articles/1206209

3 FHICLIE-FHEEHOABEILR BATLUEAEEFEUMNF(NHK NEWS WEB)
https://www3.nhk.or.jp/news/html/20231104/k10014247171000.html

TI409 0TIk BEANEHREDIER

1. URLYIADT I RITEE(IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210831.html

2. RAFTHR=BIENDT19>0Y (2023/12/06)(T1vi Tt EKRESR)
https://www.antiphishing.jp/news/alert/mynaportal_20231206.html

3. RAFTR—BIEER S FFRA— L RS A (Dry VT EEIR) ISR B3R BHUE (T U2ILT)
https://www.digital.go.jp/news/4750a8f5-1061-4ae6-903b-cfb327a50465

4. 2023548248 T4 T IZEBEDEALNBAVF—RIMNUF LT I2HD FEEEHEED2EICOVNT(EET)
https://www.npa.go.jp/bureau/cyber/pdf/20230424 _press3.pdf

5.2023%8A88 T4y ICkBEDEALNB AL EA—FIYRNIXL T (RS FEEEHEEO2HEITONT(ERT)
https://www.npa.go.jp/bureau/cyber/pdf/20230808_press.pdf

6.202345 128268 J1vi T I2kBEDEHBNBAA—FIMAUFU T (2HD TEEXSHEEDREC DT (EER)
https://www.npa.go.jp/bureau/cyber/pdf/20231225_press.pdf

7. KFTC, QRaA—FZ#RAWI 1y 0T IRBIZOWTEEMEE (CNET Japan)
https://japan.cnet.com/article/35212658/

8. HAN—{EREF (=27 T17 (J-CSIP) BRIKR [20235F7H ~9A](IPA)
https://www.ipa.go.jp/security/j-csip/ug65p9000000nkvm-att/fy23-g2-report.pdf

TRETIVZEKBRI— TR HE~DHEE]

1. EREEEICMR CEESEEEN DB a—FAvE—UH—EX(SMS) A& (IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20211222.html

2. Android[ (FTAIR 8 D RIE 7 7517 F U Fake Finder1 AME&ILE=EM 7 ) ICET X EMBO RS

~2023F10RIZBTBAET7 T VIKRELR—b~ (SBIR—IL T4 AR &4)

https://www.sbigroup.co.jp/news/2023/1206_14275.html

3. App Store INDEE 7 TVIZ& BV A= a3  HEEMHR(IPA)
https://www.ipa.go.jp/security/anshin/attention/2019/mgdayori20191224.html

4. Google Play®7 )27 Loz 7 2023%F(F6EEU LS D2 O—REh3 (kaspersky daily)
https://blog.kaspersky.co.jp/malware-in-google-play-2023/35124/

5. EEREFRBELZESFIFEBRIMIDMSMSITERLELLS (RHTH)
https://www.city.annaka.lg.jp/page/1591.html

TA—JLXS SMS E4F -1 ZB-FEOFOICLHEHER]

1. ERGBREZE XSFERBL, RBEETEREERT DREA—ILITEE(PA)
https://www.ipa.go.jp/security/anshin/attention/2018/mgdayori20181010.html

2. App Store IS DEET7 TVIZ&KB IR —ar HEFHESE (IPA)
https://www.ipa.go.jp/security/anshin/attention/2019/mgdayori20191224.html

3. ERBEEVINT TN EBRSNSGFOICKREDITT! (IPA)
https://www.ipa.go.jp/security/anshin/attention/2023/mgdayori20230411.html

4. [2023/5/25 6:50)IEHFE R ZBFEHRA— )L (ERIBEA—)L) 1T 53 EME (AL KEEA EREEXZERER V42—
https://www.cc.uec.ac.jp/blogs/news/2023/05/20230525scammail.html

5. TH53FCHAATIAIA—LTEERIKE ERHITEFUMNH(NHK NEWS WEB)
https://www3.nhk.or.jp/news/html/20231110/k10014254201000.html

6. “$911850005 D FEE"2023F LB ENREWELE SNSTHYE--BIIRBEFIFE20% LB A5 IFIRO X ETESBEEDREFEITE
FEhb(LEE=1—RUHB)
https://nordot.app/1106921703885538061?7c=900039697665425408

TOVH)YIEREDTLBERICLDEHME

1. PHIVNY AEE. T2HEH I ZEREIN1000FAZELISNS B - FREHOBELIRHRIEREE (goo=1—X)
https://news.goo.ne.jp/article/tvsdt/region/tvsdt-2023122202869594 .html

2. RIEHEBOHHOER > THLMERY A ORI ITBIEABRREF 5 —)
https://www.kokusen.go.jp/soudan_topics/data/adultsite.html

3. DUO)VERDFOICEIEF/mEEE(IPA)
https://www.ipa.go.jp/security/anshin/attention/2022/mgdayori20220706.html

4. FEHREF2)TARDERED (PA)
https://www.ipa.go.jp/security/anshin/index.html
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[48#&]
TS H LTI & BIHE]

1. SMSELFHE T BT AN—ZEHZHSEIBRDEREICDOVT(EET)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R05_kami_cyber_jousei.pdf

2.NUTS L RTLEEOEZRE (ZHEREERS
https://meikoukyo.com/wp-content/uploads/2023/07/0bb9d9907568e832da8f400e529efc99. pdf

3. AT FA—SFNICBTHEREF L) T A KFERFZERITOVT(ELRESH)
https://www.mlit.go.jp/kowan/kowan_mn2_000006.html

4. FEBICEDIUY LI TREBREAORGREDEHSE (F28f) MARIUILTAORT L)
https://contents.xj-storage.jp/xcontents/AS97180/fd524344/99b9/470f/90e6/a580932b7962/140120230620507046. pdf

5. B Y—/ADFET/ERICETHAEHROTHRE (F3H) MRASHILTAVRT L)
https://contents.xj-storage.jp/xcontents/AS97180/813d570f/5138/4bc7/a113/f4837598df38/140120230719524126.pdf

6. ERHEVRAT LIS T LIZHESBAERIIOVDTORSMLE (MREFGRMEAEES0—)
https://www.naracoop.or.jp/naranews/cat2/4628.html

7. BROATLTIVY LHE. BIROBERKISEONDS - 1253—T (Security NEXT)
https://www.security-next.com/143034/

8. The No More Ransom Project(No More RansomZR< k)
https://www.nomoreransom.org/

9. THHBERHOAUA —BEFIVIP—h Ver . OB EFEFZEEZAT O - THLUDVIHRER
https://digitalforensic.jp/higai-checksheet/

2 TSAF— DB EEEALKE]

1. BEANBRRHICET B FEVESHMOE (FTITvIERREHRAR)
https://www.aflac.co.jp/news_pdf/2023011001.pdf

2. EANEHRREICET2BERBLRICOVT(FTI5vEGREE 1)
https://www.aflac.co.jp/news_pdf/20230710.pdf

3. BABRRAVICETEEEVESHRE (Fa—vERERY)
https://www.zurich.co.jp/customerdata/

4. BABRBAVICEAT2EMOBMSE (Fa—)vERER)
https://www.zurich.co.jp/aboutus/news/news/2023/0117/

5. FETVERIZED, ERFBAVICET 2EMOE ESFEV (LINEVI—H(X24)
https://www.lycorp.co.jp/ja/news/announcements/001002/

6. BESEOENFERFAVICETE2EMOE LBFELUCOM HR=H)
https://newsreleases.jcom.co.jp/news/20231122_9239.html

7. [k 7 EEIZH+1-SBOM (Software Bill of Materials) DB AIZBIT 2 F 511K ELEL-(BFEEY)
https://www.meti.go.jp/press/2023/07/20230728004/20230728004.html

8. YAN—tFaTARBEHARSAVEXEBEY—IL(BHEEXES)
https://www.meti.go.jp/policy/netsecurity/mng_guide.html

9. HMBRRAFICHITIE/EF LI TALOYTSAF =2 URIR G DO DUEBKEREFSIE (WA M\ —tF1TrE24—)
https://www.nisc.go.jp/pdf/policy/general/risktaiou28.pdf

10. BRIEEEYAN\—EX2TAHIRIAV (—RERZABARABHEIESR)
https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html

3B EICKHERTAL

1. NTTESHRYY2—2av XITRESNF=TIREH B ICE DB ESEFROFEREITOVTHERR) NTTEDRRYYa1—av KR
=4t
https://www.nttbizsol.jp/newsrelease/202312191400000982.html

2. BHRITRESA TV TIREH B ORI OVWTINTTESRRY Y 2—ar XBRE4)
https://www.nttbizsol.jp/newsrelease/202401311500000999.htmi

3.NTTERERAL . £ F 10005 B TR TikEH B (B REFHE
https://www.nikkei.com/article/DGXZQOUEQ7C0X0X01C23A1000000/

4. BRATREEEORBITOVTHEHRARHT—ILFI—KL—3aY)
https://worldcorp-jp.com/news/2023/20230915.html

5. ZRT—4, EEIZURY BANFRIBEEEL THRE (B REFHRE)
https://www.nikkei.com/article/DGXZQOUE1421NOU3A910C2000000/

6. THBRICTRET VLR, T—HHEIRLI-EELY BREEL TUV=55& 1 (B B #E)
https://www.asahi.com/articles/ASR1S4HC4R1SUTIL008.html

7. BB FDIRIMATEMLES 1RS> (IPA)
https://www.ipa.go.jp/security/guide/insider.html

8. IPANEWS Vol.64(20235%F12R %) (IPA)
https://www.ipa.go.jp/about/ipanews/ipanews202312.html

9. EXMBEEEH (BFEXSE)
https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/h31ts.pdf
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4 MM RIS BFERO G

1. RERRERFRBEXEHARR - BEEZHADTRET I ERICESERREBIZDOVT(REXRF)
https://www.u-tokyo.ac.jp/focus/ja/press/z0109_00952.html

2. BAN—KEL RRBED/XVIAVIZRET VX, BANEHRA30045F L (TBS NEWS DIG)
https://newsdig.tbs.co.jp/articles/-/796546

BJAXAIZHAN—HE=TET7/tX #HEREFT BEEED
https://sp.m.jiji.com/article/show/3109334

4 IAXANDFRIET I ERIZDNTEESH THT1= (piyolog)
https://piyolog.hatenadiary.jp/entry/2023/11/29/123934

54— YMNERICRESNFEEITHT VA N—REIIDNVT~RYrN T BBRHE(TSTELELLI~ (IPA)
https://www.ipa.go.jp/security/security-alert/2023/alert20230801.html

6.TASM(Attack Surface Management) B AN A XV R ~NENSIBEH KL FREAVCEABOITEEZRRLEE TS~ 1RYEL
HELI-(BHFEXSH)
https://www.meti.go.jp/press/2023/05/20230529001/20230529001.html

S MEET NS S LD ARMZEIKE (FOTIHE) |
1. TSEYR) 2y RE IV FRAE - 17 TH4EY VT X (Security NEXT)
https://www.security-next.com/150165
2. AALBETWINRAR ESEOTAHENRE - &IRICEH % (Security NEXT)
https://www.security-next.com/148924
3. TIOS XE1DZFERHE AT A5 - JPCERT/CCHMEHEZMER (Security NEXT)
https://www.security-next.com/150345

6 Il FERICKAHBEMRALVFDHE

1. TgmaillF AS > Z&Tgmail LEREE . 2EF ME T0OA D DERMFAVD BREADNTFYRILT VI —-FAL2 1OFFIZ (ITmedia
NEWS)
https://www.itmedia.co.jp/news/articles/2302/13/news085.html

2. BRATF—LTEANERMNEERREIC - KIRTIZ2=T %= (Security NEXT)
https://www.security-next.com/151685

3. EABHREETUSBAEYDMERELVHFKRIZDOVT(REM)
https://www.city.amakusa.kumamoto.jp/kiji00311498/index.html

-7 GITREES X SRFRD A RIS E RN

1. TApache ActiveMQID fEZEHEAMERIIC - S LREEIZELE A (Security NEXT)
https://www.security-next.com/150846

2. CVE-2023-46604: Apache ActiveMQ DEADEEL(SEYRETY - D Uik &1t)
https://www.rapid7.com/ja/about/japan-blog-and-news/etr-suspected-exploitation-of-apache-activemg-cve-2023-46604/

3. ActiveMQ® 5514 (CVE-2023-46604) & B L f=R v DR TFENZ DLV T(NICTER Blog)
https://blog.nicter.jp/2023/12/cve-2023-46604/

4. Array NetworksEVPN#2s | 2B KB RIC - REKRDOFEEZ (Security NEXT)
https://www.security-next.com/149480

5. Array Networks Array AGL ) —X D551 ERA T HEHDIZME U A N\—REFZHBET 5T EME (— A8t HiZ AJPCERTO—T«
r—avts—)
https://www.jpcert.or.jp/at/2023/at230020.html

6. 13— YMERICHEBINEBICHT I A N—KHEBIIOVNT~RYbT—VEBRBBITEELELLS~ (IPA)
https://www.ipa.go.jp/security/security-alert/2023/alert20230801.html

7. BarracudaBA— )L ¥ ) TR MICHESS S - 9 TIZERAL (Security NEXT)
https://www.security-next.com/146475

8. Barracuda. l[ESG7 IS4 7 R 1D M EF UM T (Security NEXT)
https://www.security-next.com/146896

9. Barracuda # Email Security Gateway Appliance (ESG) MR35I DLVT(CVE-2023-7102)(CVE-2023-7101)(IPA)
https://www.ipa.go.jp/security/security-alert/2023/alert20231225.html

10. Barracuda Email Security Gateway (ESG) D354 (CVE-2023-2868) 2 E A3 Sk i A B EEICAE 3 23 B (— iR+t FE A
JPCERTa—FaRr—2avtr4—)
https://www.jpcert.or.jp/at/2023/at230017.html

8 fIlE DR AA—LFERICK DL BB E
1. YAN—FREBA=T7T47 (J-CSIP):ERIKR[2023 F 4 A~6 HA](PA)
https://www.ipa.go.jp/security/j-csip/ug65p9000000nkvm-att/fy23-q1-report.pdf
2. EEFHRICLIEERHEEZTOSHMLE MAEKHR)— T4—- TR )YIR)
https://pdf.irpocket.com/C7777/ZoWa/awjA/EOHM.pdf
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